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* Mepsl 10 KOHTPOJTIO (aHATH3Y) 3AIMIIEHHOCTH EPCOHATBHBIX TaHHBIX JOIDKHEI
oBecnieunBaTh KOHTPOJIb YPOBHA 3alIMIICHHOCTH NEPCOHAIBHBIX JaHHBIX,
oGpabaTsBaeMbIX B HH(OPMAIMOHHOM CHCTEME, ITyTeM NPOBEICHHA CHCTEMATHIECKHX
MEpONPHATHI 110 aHANH3Y 3aNMIIEHHOCTH HHYOPMAIHOHHOR CHCTEMBI H TECTHPOBAHUIO
paboTOCIIOCOGHOCTH CHCTEMBI 3AIIUTHI IEPCOHANBHEIX JaHHBIX.

e Mepsl 10 06€CTICUESHHIO LENOCTHOCTH HH(POPMAIMOHHOH CHCTEMBI H IEPCOHAIBHBIX
ZaHHBIX JI0JDKHBI 00ecTieynBaTh 0OHApyXeHHe PaKToB HECAHKIMOHHPOBAHHOTO
HapyIICHHS [EIOCTHOCTH HH(I)DPMHIMOHKOﬁ CHCTEMBI ¥ COACPXKAIUXCA B Hel
TIEPCOHANBHBIX JAHHBIX, & TAKXKE BO3MOXHOCTh BOCCTAHOBJICHHS HH(OPMAIHOHHOK
CHCTEMBI H CO/ICPXKAIUXCA B Hel TEpPCOHANIbHBIX TaHHBIX.

* Mepsl N0 06ecneueHHIO JOCTYITHOCTH IIEPCOHANBHBIX JAHHBIX JAOJDKHBI 00eCIeanBaTh
aBTOPH30BAHHKIH JOCTYI I0JIb30BaTENeH, HMEIONIHX IIPaBa 110 JOCTYIY, K
IEPCOHATHHBIM JAHHEIM, COZIEPXKalIMMCs B HHQOPMAIIHOHHOH CHCTEME, B IITATHOM
pexEMe QYHKIHOHHPOBAHHUS HH(OPMALMOHHON CHCTEME.

* Mepsi 00 3ammTe Cpe/bl BAPTYAIM3ALMH JOJDKHEI HCKII0YaTh HECAHKIMOHUPOBAHHBIH
JOCTYN K IEPCOHANBHBIM JIaHHBIM, 00pabaThIBAEMBIM B BHPTYalbHOM HH(PACTPyKType,
H K KOMIIOHEHTaM BHPTYaIbHOH HHYPACTPYKTYPHI H (HJIH) BO3/EHCTBHE Ha HEX, B TOM
SHCHE K CPEJICTBAM YIIPaBJICHHS BUPTYalbHON HHPACTPyKTypoi, MOHHTOPY
BHPTYaTbHBIX MAalHH (THIEPBH30PY), CACTEME XPAaHEHHUS JaHHBIX (BKIIOYAs CHCTEMY
XpaseHns 00pa3oB BEPTyaNsHON HHPACTPYKTYPEL), CETH EpeNadn JAHHBIX Yepe3
37MEMEHTHI BEPTYAIbHOM MM QH3HIECKOH HHPPACTPYKTYPBI, TOCTEBBIM OIEPAHOHHEIM
CHCTeMaM, BHPTYaIbHBIM MalIMHaM (KOHTeifHepaM), CHCTEME M CETH PEIUIHKAIHMH,
TepMHHATHHBIM H BUPTYaIbHBIM YCTPOKCTBAM, a TAKXKe CHCTEME Pe3epBHOTO
KOOHPOBaHHA H CO3/1aBa€MBIM €10 KOITHAM.

* Mepsl [0 3alIHTe TEXHHYECKHUX CPE/ICTB JOIDKHEI HCKITIOUATh HECAHKIHOHHPOBAHHBI
JOCTYT K CTAHOHAPHBIM TEXHHYECKHM CPEJICTBAM, 06paGaThIBAIOIIMM EPCOHATEHEIE
IaHHBIe, CPEICTBAM, 00ECIICIMBAOIMM (YHKIMOHHPOBaHHE HH(OPMALMOHHON
CHCTeMEI (aJiee - CpeJIcTBa obecIeueH s (yHKIMOHHPOBAHMA), H B IOMEIICHHS, B
KOTOpBIX OHH OCTOSHHO PacIoJIOXKeHbl, 3alIATY TEXHHYECKHX CPE/ICTB OT BHEIHIX
BO3/ICHCTBHIA, a TAIOKE 3alIUTY NEPCOHATBHBIX NaHHKIX, IPE/ICTABICHHBIX B BH/IE
HEQOPMATHBHEIX 3JIEKTPHIECKHX CHTHATOB H (PH3HYECKHX HONEH.

e Meps o 3amuTe HHPOPMAIMOHHON CHCTEMEI, €€ CPEICTB, CHCTEM CBA3H H IIepeNadn
A3HHBIX JOJDKHBI obecrneunBaTh 3alUTY NEPCOHANIBHBIX JJaHHBIX IIPH B3aﬂM0ﬂeﬁCTBHH
EEQOPMAIMOHHO} CHCTEMBI HIIH €€ OTAEIBHBIX CETMEHTOB C HHBIMU
EEQOPMAITMOHHBIMU CHCTEMAMH H HH(OPMAITHOHHO-TEIEKOMMYHHKAIIHOHHBIMHU CETAMH
DOCPECTBOM IIPHMEHEHHS apXHTEKTypPhl HHYOPMAIIHOHHON CHCTEMBI H IIPOEKTHBIX
PpelleHHi, HaNpaBJIeHHBIX Ha obeciedeHne 6e30mMacHOCTH EPCOHAIBHBIX JaHHBIX.

e Mepsl 0 BBIABJICHHIO HHIIUICHTOB H PEarupoBaHMIO Ha HHX JOJDKHBI 00ecreunBarh
oOHapyKeHHE, HACHTHOHKAIHIO, AHATH3 HHIWICHTOB B HH(OPMAITHOHHOM CHCTeME, a
TakKe OPHHATHE MEP N0 YCTPAHEHHIO U IIPEAYTIPEXKICHUIO HHIIUICHTOB.

e Mepsl 10 ynpaBJICHHIO KOH(HTYpaluel HHpOPMALMOHHON CHCTEMBI X CHCTEMBI 3allUTHI
OEPCOHANBHBIX JAHHBIX JOJDKHBI obecreynBaTh YIpaBJICHHE H3MCHCHHAMH
KOH(HTypanuy HH(POPMAIMOHHON CHCTEMBI H CHCTEMBI 3allIUTHI IIEPCOHANBHBIX JAHHBIX,
aHanmM3 NOTCHIHAIIBHOTO BGBHCFICTBHX TUTAaHAPYEMBIX HM3MEHEHHi Ha obecedeHrne
©e301aCHOCTH TIePCOHANBHBIX IAHHBIX, a TAKXXE JOKYMEHTUPOBAHHE 3TUX W3MEHEHHH.

s PpeaH3alyy yKasaHHBIX MEp IO obecreyennio 6e30macHOCTH MOIyT NPUMEHATHCA
MTECSTEBBIC 3KpaHbl, CHCTEMBI OGHﬂpy)KCHHX BTOp)KeH_ﬂf!, CpeAcTBa aHaIM3a 3aMIUINCHHOCTH,
COSIHaTH3HPOBAHHBIE KOMIIICKCHI 3aIIMTHI M aHAJIM3a 3alIUILICHHOCTH HH@OPMaIlHPl.
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Jzs sanmers [1/TH, npencTaBneHHOM B BH/ie HHPOPMATHBHEIX 3JIEKTPHYECKHX CHTHAIOB
® @ESEScCKHX NOJieH MOTYT NPHMEHATHECA CIEIYIONIHE METOIABI H CHOCOOBI 3alIMTH
EEDOCMEIHH:

® HCIOJE30BAHHAE TEXHHYECKHX CPEACTB B 3AIUINEHHOM HCIIOIHEHHH;

® HCIONE30BaHHE CPE/ICTB 3alMTH HH()OPMAIMH, NPOIENIIMNX B yCTAHOBICHHOM
TOps/IKE IPOIIETYPY OLEHKH COOTBETCTBHS,;

e paMemieHHe OOBEKTOB 3alMTHl B COOTBETCTBHH C IPENNHCAaHHEM Ha
IKCIUTyaTaIHIo;

® pasMeIeHHE TOHIKAIOMMX TPaHC()OPMATOPHBIX IOACTAHIMMN SJIEKTPOIATAHHS K
KOHTYPOB 3a3¢MJICHHS TEXHHYECKHX CPEACTB B IMpefelaXx OXpaHs{eMon
TCPPHTODHH,

e obccmedcHHE pAa3BA3KH IENeEH JJIEKTPONMTAHHA TEXHMUYECKHX CDEACTB C
TOMOIIBIO 3aIUTHBIX ¢GuIBTPOB, GIOKHpYIOIMHX (TmofaBIONIHNX)
HHPOPMATHBHEIH CHTHAI;

e ofecmedeHHe 3JIEKTPOMATHUTHOM Pa3BS3KH MEXAY JHHHAMH CBS3H H ADYTHMHA
IEnsSMH BCIIOMOTATENBHBIX TEXHHYECKHX CPECTB M CHCTEM, BBIXOANIAMH 33
HpeACNBl OXPaHAEMON TEPPHUTOPHH, H HHPOPMAIMOHHBIMU LEMAMH, IO KOTOPIM
IEPKYJIHpYeT 3alluIiaeMas HHpopManms.

BossoXHEE METOJB B CIIOCOGHI 3ammTh] IT]IH, NpeACTaBIeHHBIX B BHAE aKyCTHYECKON
(pe=soii) EEGOpPMANHH, 3aKTI0YAIOTCA B PEANH3alld OPTaHH3AIHOHHBIX M TEXHHYECKHX Mep
I obccmedcHHS 3BYKOHM3OJSIMH OrPaKIAlONIMX KOHCTPYKIHMM IIOMEIIEHMi, B KOTOPBIX
PECEOBOXCHA HH(OPMAIHOHHAA CHCTEMA, MX CHCTeM BEHTHLMM H KOHIMIMOHHPOBAHHS, HE
mossoRmOmCH BECTH NPOCIYIIHBaHAE aKyCTHYECKOH (pedeBoif) HHYOpPMAIMK IPH TOJIOCOBOM
380N DEPCOHANBHEIX J@HHBIX B HMH(QOPMALMOHHOM CHCTEME HIM BOCIPOM3BELCHHH

ESPOPMATEE aKyCTHIECKAMH CPEACTBAMH.

22 NipEBnENE H CII0CO0bI ONPEe/IeHHS AKTYAJILHBIX Yrpo3 Gesonacnocth I

Jiaxs Bubopa H peamu3anuu Mep 10 ofbecmedenmio GesomacHoctn IIflH B
==jopsarmonnoli  cucreve OpraHM3alMM Ha3HAYaeTCA OTBEICTBEHHBIM 1O  3ammTe
==HOpMaNEH B HHPOPMAITHOHHEIX CHCTEMAX IIEPCOHANBHBIX JaHHBIX.

BuGop ® peammsamms Mep mo obecmedenuio GesomacHoctd Il B HCIIIn
OCYmECTRANIOTCS HA OCHOBE, onpenenseMslx B OpraHmsanud, yrpo3 Ge3omacHOCTH
EEPCOSATLHEIX JIAHHBIX (MOJIENME Yrpo3) H B 3aBHCHMOCTH YPOBHS 3amIMImeHHOCTH IIJTH,
empexescHHOrO B cooTBeTcTBHH ¢ Iloctanosnernem IlpaButenscrBa ot 1.11.2012 r. Ne 1119
«05 yrsepxneHHH TpeOOBaHHI K 3allATe NEPCOHANBHBIX NAHHBIX NPH HX o6paborke B
E=SPOPMANEOHHEIX CHCTEMAX NIEPCOHANBHBIX JAHHBIXY.

Mozens yrpo3 pa3pabaTHIBacTCs Ha OCHOBE CHIEYIOIHX METOAUYECKHX JOKYMEHTOB:

e BasoBas Mozes yrpo3 6€30MacHOCTH NEPCOHANBHBIM JaHHBIM IpH 00paboTke B
HHE(QOPMAIMOHHBIX CHCTEMaX IEPCOHANBHBIX NAHHBIX, YTBEPXKICHHOH 15
tespana 2008 r. 3amectuTenem mupexropa CTOK Poccnn;

e MeroEKa ONpENENCHAA aKTyalbHBIX Yrpo3 O0€30IIaCHOCTH IIePCOHAIBHBIX
JaHHBIX TIPH 00paboTKe B HH(YOPMAILMOHHBIX CHCTEMaX NMEPCOHAIBHBIX JAHHBIX,
yTBepxaeHHOMH 14 depains 2008 r. 3amectutenem aupekropa ®CTIK Poccun.

Mozens yrpo3 NepcoHaNbHEIM JaHHEIM COCTABJISETCSA OTBETCTBEHHBIM 110 3amuTe [1/JH 1
¥TecpAzacTCH pykopoauTeneM Opranusanyy.

TeprOMAYHOCTE MEPECMOTpa MoZieNH yrpo3 i kaxnoit MCIT/IH onpeneneHa B IyHKTe
2.4 3aHHOTO JIOKYMEHTA.

2.3. Onpenesienne ypoBHs 3amumennoctd IIn
Ilpr  06paoTKe NEPCOHANBHBIX  JAaHHBIX B  HH(OPMALMOHHBIX  CHCTEMax
¥CT2HABIHBAIOTCA YPOBHHM 3ammmenHoctd [T/l B coorBerctBuu ¢ IlocTaHOBNEeHHEM
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Tpssewemcrsa or 1.11.2012 r. Ne 1119 «O6 yrBepxkmeHHH TpeGOBaHHMH K 3ammTe
SEpCIEEISSNX JAHHBIX DIPH HX 00paboTke B MH(OPMANMOHHEIX CHCTEMaX NEPCOHATBHBIX

=

ompeJieNieHHH ypoBHA 3ammmenHoctH II[{n, mpu ux o6paGotrke B HMCII/In

FEETSESS0TCE CACAYIONHE HCXOAHBIC IaHHBIC!

xareropust 00paGaThiBaeMbIX B HWH(GOPMAIMOHHON CHCTEME NEPCOHATBHBIX
JNAHHBIX;

obseM 00pabarbiBaeMbIX MEPCOHANBHBIX JAHHBIX (KOJIHYECTBO CyOBEKTOB
NEepCOHANBHBIX JIAHHBIX, IIEPCOHANBHBIE JaHHBIE KOTOPHIX oOpaGaTsiBaroTcs B
HH(QOPMAIHOHHO CHCTEME);

3ajaHHBIE ONEPATOPOM XapaKTEPHCTHKH GE30IaCHOCTH MePCOHATBHBIX JIaHHBIX,
oOpabarbIBaeMbIX B HHPOPMAIIHOHHOM CHCTEME;

THn yrpo3 6e3onacHocTd I1/IH, aKTyanbHBIX JUIS HHOPMAIHOHHOM CHCTEMEI;

mpoBepsieTcs yclIoBre npuHamiexnocTd ITJIH cotpymaukam oneparopa I1/{a wm
HHBEIM CyOBEKTaM, He SBJIAIOIMMCS COTPYHUKAMH ONlepaTopa.

o pesyabTaTaM aHATA3a HCXOJHBIX JAHHBIX HH(MOPMAIHOHHBIX CHCTEM MEPCOHANBHBIX
IESERIN DDECBAEBACTCA COOTBETCTBYIOIMH ypOBeHb 3ammmenHoctd IIJ[H, W cocTaBseTcs
«isT ompexeneHHs ypoBHA 3ammmenHoctd IIJlH, Tpu ux obpabotke B HCII[H»,
FTsemERacMEl pyKoBouTeneM OpraHu3anuy.

VpOSeHE 3aNMIIEHHOCTH NEPCOHATBHBIX JAHHBIX MOXET GbITh [IEPECMOTPEH:

0O peIIeHHIO OTBETCTBeHHOro mo sammure ITJIH B OpraHM3alMM Ha OCHOBE
HNPOBEJCHHBIX MM aHAJIN3a U OLEHKHA Yrpo3 6e30MacHOCTH NEPCOHAIBHBIX JaHHBIX
c yderoM oco0eHHOCTel W (WIM) W3MEHEHHil KOHKDETHOM WH(OPMAIMOHHOM
CHCTEMEL;

O pe3yNbTaTaM MEpONPHATHI IO KOHTPOJIO 3a BBIIOJHEHHEM TpeboBaHHH K
obecniedeHHIO 6E30IaCHOCTH MEPCOHANBHBIX NAHHBIX NpH HX 0OpaboTke B
HHOPMAIIHOHHOH CHCTEME.

2.4. Iaan meponpusaTHii No obecnevenuio 6esonacuocru IIn
Ilax obecneueHHs 6e€30MaCHOCTH IIPOLEcCOB OOpaGOTKM IEPCOHANBHBIX [AHHBIX B
m JOJDKHBI OBITH BEIIOJHEHB! paGo‘rbx, B COOTBETCTBHH C IUIAHOM, YKa3aHHOM HMXKE:

Meponpustue | IlepnoauaHOCTH
| Opranu3annoHHbIe MEPONPHATHS
| OBcnenoBanne HHPOPMALMOHHEIX CHCTEM
A bopuay Pazosoe
NEPCOHANBHBIX IAHHBIX
| Onpepenenue nepeurs UCIIx Pasooe
[
| Onpenenenne obpadarsiBaeMbix [T/ 1 Brsosioe
| OOBEKTOB 3aIUTH
| OmnpeneneHne Kpyra JIHII, y4aCTBYIOIINX B PaioHoE
| obpabotke INIx
| OnpeneneHne OTBETCTBEHHOCTH JIHII,
Pa3osoe
YYacTBYIOIHX B 06paboTKe
Onpenenenue Npas pa3srpaHAYEHHs JOCTyIa
nons3oBareseit UCIIJIH, He0OXOMUMBIX i PazoBoe
BBIIOJIHEHHS JNOJDKHOCTHBIX 00S3aHHOCTEH
HasHaueHHe OTBETCTBEHHBIX 3a 6€30I1aCHOCTD H
Pasosoe
opranmsanuo UCIIJIH
Onpenienenre ypoBHs 3ammmennocTd [T ms
PasoBoe
Beex BhiaBIeHHBIX MCITIH
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Meponpusitue

HepnoanynocTh

‘VcTaHoBIICHAE KOHTPOIMPYEMOH 30HBI BOKPYT
HCIIJIa

PazoBoe

Bbop MOMEIIEHH T JUI1 YCTAHOBKH alapaTHbIX
cpeacts UCII/IH B noOMEIEHHUSX, C HETBIO
ucxmogenns HCJI mmn, He TOMyIEHHEIX K

obpabotke IT/Tn

Paszosoe

Oprasn3anus peXXHMa H KOHTPOJIA I0CTyNa
(0XpaHsI) B IOMEIUEHHS, B KOTOPIX
ycrTasHoBlIeHs! annaparHble cpeacrea MCIT/Tx.

PazoBoe

Oprasu3anus NopsAaKa Pe3epPBHOTO KOMPOBAHUS
# SOCCTAHOBJICHHS 3allMIIaeMoil HHbOpPMaIHH Ha
TBEP/IBIC HOCHTEH

Pasosoe

Bsexaenue B IeHCTBHE HHCTPYKIMH 110 3aIUTE

HCI s

Pasosoe

Oprasn3anus HHPOPMHPOBAHHS U 00yUeHHS
COTPYAHHKOB O MOPSIKE 06pabOTKH M 3aIIHTE
JUniLc

Paszopoe

Pa3paboTKa JI0DKHOCTHBIX HHCTPYKIHH O
nopsake obpaborku I1]1H 1 oGecnedennu
BBEJICHHOTO PEXKMMA 3aIUTHI

PazoBoe

PaspaboTKa HHCTPYKIHIf O ISHCTBUH B Cllydae
BO3HHKHOBCHHS BHEIITATHBIX CﬂTyaﬂHﬁ

Paszopoe

PaspaboTka nosoxeHns 06 o6paboTke H 3amure
I1]18, o6pabatsBaeMbix B UCITTH

Pazosoe

VTBepKIEHHE TOJIMTHKH Ge301aCHOCTH
TIEPCOHAIBHBIX JNaHHBIX

Paszosoe

Opranmsamys XKypHala y4era obpamenmuit
cy6sekros I1]IH

Pazosoe

Oprasn3alys NepeyHs 110 yUeTy TeXHHYECKHX
CPEJICTB H CPEJICTB 3aIlUTEL, a TAKKe
JOKYMEHTALHH K HUM

Pasosoe

Oprasu3aius IOCTOB OXPAHbI JUIA IPONyCKa B
KOHTPOJIHPYEMYIO 30HY

Paszosoe

HH)KCHB])HO-TEXHH‘IQCK“C MEPONPHATHH

Baeapenne TEXHHYECKOH CHCTEMBI KOHTPOJIS

Pazopoe
J0CTyNa B KOHTPOJIMPYEMYIO 30HY M IIOMEIICHUS

BHepeHHe TEXHHYECKOH CHCTEMBI KOHTPOJIA

Pazooe
nocryna k snemerTam UCITTa
YcTaHOBKa XKAII03H HAa OKHAX PazoBoe
BHezipeH#e pe3epBHEIX (TyOIHpPYIOMHUX)

TEXHHYECKHUX CPEJICTB KIIFOYEBBIX 3JIEMEHTOB Pazosoe

HMCITIa

Meponpustus no sueapennio C3U or HCJ{

Brenpenue cucremsl 3ammtsl or HCJI Ha

Paszooe
paboYHX CTAaHIMAX M CepBepax
Breapenne CHCTEMBI aHTHBUPYCHOH 3aIIUTHL PazoBoe
BHezpenHe cpeIcTB MEXKCETEBOTO
Pa3zopoe
JKpaHHPOBaHHA

BHe/ipeHue Cpe/ICTB aHaIM3a 3aMIIEHHOCTH Paszosoe
Breznpenne cpe/IcTB 00HAPYKEHHS BTOPKEHUIH PazoBoe
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Meponpusrtue

IlepnoanuHocTh

Co3naHune XypHa/ia BHYTPEHHHX IPOBEPOK H
DOANEPKAHHE €0 B aKTYallbHOM COCTOSHHU

Exemecsano

Ko=Tposb Hal COOIIOIEHHEM PexXHMa 00paboTKH

JUNiN:e

Exenenensao

KOoHTPOIb Hal COOIOCHHEM PEKMMA 3AIHTEI

ExenseBHO

Ko=Tposb Hall BHIIOIHEHHEM aHTHBHPYCHOMH
3aIUTHI

ExenenensHo

KoHETpOIL HaJl COOIIOICHHEM PEKHMA 3alIHTE
TpHE DOAKIIOYCHHH K CETAM ()61]1&1‘0 TIOJIb30BaHUSA
H (HJIH) MEXIYHapOJHOro 06MeHa

Exenenensao

IIposenenHe BHYTPEHHUX NPOBEPOK HA IPEIMET
S5ISB7ICHHS H3MEHEHHI B PeXXHMe 00paboTKH B
3ammTs! [1JIH

Exeronno

Ko=Tpos1b 32 0GHOBJICHUAMH TIPOrPAMMHOTO
ofecneyeHHs M eIMHO00pAa3Hs IPHMEHIEMOT0
10 =a Bcex anementax UCIIJIH

ExenenensHo

KonTposs 3a obecnedeHHeM pe3epBHOro
KONMpOBaHHA

Exxemecsuno

Oprasu3anys aHalu3a i IepecMoTpa
Eveonmxces yrpo3 6esonacHoctu I1]1H, a Taxoke
TpeZcKa3aHHe MOSBJICHHS HOBBIX, ellle
HEH3BECTHBIX, yTPo3

Esxeronuo

Toxaepikanue B aKTyalbHOM COCTOSHHH
HOPMAaTHBHO-OpraHU3allHOHHBIX TOKYMEHTOB

Exxemecsuno

Ko=Tpos 3a pa3paboTKoi H BHECEHHEM
H3MCHEHHI B IIPOrpaMMHOE o0ecIIeyeHne
coBGcTBeHHOI pa3paboTtku uimu mratHoe I10,
CIeNHATEHO 10pabaTEIBAEMOE COOCTBEHHBIMU
pa3paGoTYHKAMH HITH CTOPOHHHMH
OpraHH3alUsIMH.

Exemecsuno

TecTEpoBaHHE peaIH3alliy IPaBHI QUIBTPALIUH
=2 M3, nactpoek cucteMsl 3amuthl ot HCJI,
CHCTEMBI 3allUThI OT BUPYCOB, CHCTEMBI
OOHapy)XeHHs BTOPXCHHI U aHAIH3a
3aIHMIIEHHOCTH

Exemecsano
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1 TpeSosanus no obecneyeHnio 6e30NacHOCTH NePCoHanbHbIX
OaHHbIX

Swafpmms=sic H pealM30BaHHBIE MeEpH Mo obecreueHmio GesomacHoctd ITJIH HOMDKHBI

Wemesmmers. SETPATH3AIMIO NIPE/IIONAraeMbIX YIpo3 6e30macHOCTH MEepCOHANBHBIX JaHHBIX,
e s sfpefoTss 3 HHQOPMAIMOHHBIX CHCTEMAX B COCTABE CHCTEMBI 3alllMTHI NEPCOHANBHBIX
mm=y OprassanEm.

scTese: SEmETHI IEPCOHAIBHBIX JAHHBIX, CTPOUTCS Ha OCHOBAHHHU:

» Mozeau yrpo3 6e30IacHOCTH IIEPCOHANBHBIM JAaHHBIM IpPH HX 00pa0oTKe B
==00DMallHOHHOH CHCTEME IIepCOHANBHBIX JaHHBIX «Corpymaukn» MAJIOY
1IPP - zerckwmii cax Nel11 ropona Tromenu;

» Mozenm yrpo3 Ge30IacHOCTH TEPCOHANBHBIM JIaHHBIM IIpH HX 00paGoTke B
==00PMAIHOHHOH CHCTEME IEPCOHANBHEIX NaHHBIX «Bocmuranmmkum»y MAJIOY
1IPP - netckuit cag Nel11 ropona Tromenu;

» Tex=EHMYECKOrO0  NPOEKTa  (CHCTEMBI  3AIIMTHl  NEPCOHANBHBIX  JAHHBIX
==9OPMAIHOHHEIX CHCTEM NepCOHANbHBIX JaHHBIX MAJIOY LIPP - nerckuit can
Nz111 ropona Tiomenu;

» Pyxosonsmmx JokyMenToB ®CTIK n ®CB Poccuu.

satpes=s=me HeoOXoauMBbIe MeponpHaATHA 1o 3ammre I1J[H oTpaxarorcs B «OnucaHun

s sEmmeTEl NEPCOHANBHBIX AaHHBIX MAJIOY LIPP - merckwmit cax Nel11 ropona Tromenu.

-

31 Tpebosanns no obecnedennio 3amutbl B UCIIIn «Corpynuuxm n HCII
«BocuHTaHEHKI

T sammrsl o7 HCJT B HICII/IH Ha paGouMx CTAaHIMSX M CEpBEPaX yCTAaHABIHBACTCS
Serse samwTsl BEHQOPMAIIUH, 00ecedHBaoNmue:
‘esTwfExanES M AYTCHTH(UKAUMA TOJb30BaTeNed, SABIAOMMXCA pabOTHHKAMH

meseTopa:
wsoc=me HICHTHOUKATOpDaMH, B TOM YHCIE CO3/[aHHE, NPHCBOCHHE, YHHYTOXKCHHE
EESTEJEXATOPOB;

TossteEme  CPEACTBAMH  AYTCHTHOHKAUMK, B TOM WYHCIE XpaHEHHe, BhIIava,
sswrwaTesains, GIOKHPOBAaHHE CPEICTB ayTeHTHOHMKAIMM M IPHHATHE MEp B Clydae
2 = (E7H) KOMIIPOMETAIMH CPEJICTB ayTeHTHHKAIHH;
o5paTHOM CBA3H IIPH BBOJIE aYTEHTH(HKAIMOHHON HH(pOpMaIHI
‘wesredmxamus W AYTEHTHQUKALMSA IONB30BAaTENed, HE SBIIONIMXCS PaGOTHHKAMU
o2 (BHENIHUX I10/Ib30BaTeNeH);
se=we (3aBe/IeHHe, aKTHBAIM, GJIOKMPOBAaHHE H YHHYTOXKEHHE) YUETHBIMU 3alHCAMH
aTeneli, B TOM YHC/Ie BHENIHHX II0JIb30BaTeNnel
czresamms HEOOXOAMMBIX METONOB (IMCKPEIMOHHBIN, MaHIATHBIA, PONEBOM MIM HHOIM
= TEnoB (YTeHHe, 3aIMCh, BBUIONHEHHE MM HHOM THII) M NPAaBHJI PasTPaHHYCHHS

scmme (QHIBTpalMd, MapIIpyTH3allksd, KOHTPOJIb COSIMHEHHH, OJHOHANPABJICHHASA
H HHBlE CIOOCOOBI YNpaBjieHHA) HH()OPMALMOHHEIMH TIOTOKAMH MEXIy
CerMeHTaMHu HHKiJDpMauHOHHOﬁ CHCTEMEI, a TaKXe MEXIy

nonHoMounit  (poNeif) Ionb3oBaTeNel, aJMHHHCTPaTOPOB M JIMIL,
SecmeSHBalOMMX (YHKIMOHMPOBaHHE HHQOPMAIIMOHHOM CHCTEMBL;

=He  MHHHMAJIbHO HEOOXONMMBIX NpaB M NPHBHIErHH  IOJIB30BaTENsAM,
:CTpAaToOpaM H JIHIAM, OGecredMBaromyM (yHKIHOHHPOBAHHE HH(OPMALHOHHOK
MEL
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~ rpsswss=wc ECYCHCIIHBIX IIONBITOK BXOJAa B MH(OPMAIMOHHYIO CHCTEeMY (IOCTyma K
ESSOTMESSOEHEOH CHCTEME);

~  Pesesses SEMENICHHOTO YHAISHHOTO JOCTYNA CyOBEKTOB JOCTYNa K 00BEKTaM JOCTyHa
e smsm=we EEQOPMAIHOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH;

~ U pemmeswe s32WMOJIEHCTBIEM C HHOOPMAIHOHHBIME CHCTEMAaMH CTOPOHHIX OpraHM3allHit
e S=00DMAIHOHHEIE CHCTEMBI);

~  mmemene=we cOOBITHH 6€30I1aCHOCTH, TOUICKAIINX PETHCTPALHH, H CPOKOB MX XPaHCHHUS;

~ mpessse=wms  cOCTaBa M COZepXKaHMA HMHQOpMamuM O COOBITHAX GesomacHoCTH,
InEEsEsETEY DETHCTDAIHH;

-~ Seop. emwmcs H XpaHeHHMe WH(OpPMAaMH O COOBITHAX OE€30IIaCHOCTH B TEUCHHE
ACTESTEES=S0T0 BDEMEHH XPaHEHHS;

~  Tmmwe: s=00DMAIHH 0 COOBITHAX 6€3011aCHOCTH;

~  Pesowssmes SETHBHDYCHOH 3allUTHL

~ OFscsne=we 62351 JaHHBIX IPH3HAKOB BPEJOHOCHBIX KOMITBIOTEPHEIX IIPOrpaMM (BHPYCOB);

~ prmswsemes KOHTPOJHPYEMOH 30HBI, B IIpeJiellax KOTOPOH MOCTOSHHO pPasMEIAITCs
crmpscsoesie  TSXHHYECKHE CpesicTBA, oOpabareiBaromme HH(GOPMAIMIO, M CPENCTBA
Smmss S=00DMAIHH, a TAKKe CPEJICTBa o0ecedeH s )yHKIIMOHMPOBaHIA;

- Siepos= = yOpaBieHHe (M3WYECKHM JOCTYNOM K TEXHHUECKHM CPECTBAaM, CPeCTBaM
ssmwTs  E=OODMAIHH, CPEACTBaM  obgcmedyeHHA (YHKIHOHHPOBAHHSA, 4 TaKKe B
Towem===s ® COODYXCHHS, B KOTOPHIX OHH YCTAaHOBJEHBI, HCKIIOYAIOIIHe
SeCEsTeo=EDOBAHHEI (H3MUECKHIE JOCTYN K cpeicTBaM 00paGoTKy HHGOPMAIHH, Cpeac-
~mme se=—wte  EHQOPMANMHM M CpeicTBaM  olecHedyeHMS  (YHKIMOHHPOBAHHS
sEformeET=0=EOH CHCTEMBI, B IIOMEIICHHS M COOPY)KEHHs, B KOTOPHIX OHH yCTAHOBIICHEI;

~ Prmesmeswme  YCIPOHCTB BBIBoJa (0TOOpaKeHHs) HH(DOpMAIMH, MCKIIOYalolmee ee
SECEENTmO=EDOBAHHEIH IPOCMOTD;

~ SmsToois FOT2HOBKH OOHOBNEHHH MPOrpaMMHOTrO obecredeHHs, BKIIOYas oGHOBIEHHE
ToorEe=0r0 00SCIIeYeHHAS CPE/ICTB 3AMUTH HHOPMAITHH;

-~ §msmes=  paboTocmocoOHOCTH, TapaMeTpoB HACTPOHKH " TIPaBHIIBHOCTH
SwERTEOSEDOS2HHS IPOTPAMMHOT0 00€CTIeueH s M CPEICTB 3alUTHl HHGOPMAIHIH;

ETDOSE 0OCTaBa TeXHHYECKHX CPEeICTB, IIPOrpaMMHOI0 obecrieueHus 1 CPEACTB 3allUTEL

~ (fecmess=®e  3a0ATHL  IEPCOHANBHBIX JAHHBIX OT PAacKpBITHSA, MORH(HKANMH U
smmrsmsesws (3B0/1a JIOXKHOM MHQOpPMAIMHK) NIpH ee Iepenaye (ITOArOTOBKE K Nepeade) mo
smmETEw CSE3H, HMCIOMMM BBIXOJ 33 NpENeNbl KOHTPOIMPYEMOH 30HBI, B TOM YHCIE
fecTooSoIEEIM KaHalaM CBA3H;

32  TpeGoBanus 10 oOpraHu3anuy odecnedenns Gesomacaocrn B UCIIn

PermcrpEpyemsle cucTeMoit 3ammTel ot HCJT coGbITHs 6€3011acHOCTH Ha KOMITBIOTEpax
cemsemes MCILIE  JODKHBL IIPOCMATPHBaThCS M AHANM3HPOBAThCS HAa HAIMYME HE
CsEETECEEDOSEHHEEX JeHCTBHM aIMUHHCTPaTOPOM GE30IacHOCTH 1O PACRUCAHUIO, YKA3AHHOMY

== >>OSKTHBHOM 3aIMTHl OT BPEJOHOCHBIX NMPOTPaMM H BHPYCOB Ha KOMITBIOTEpAX H
VCIlIs mepmomudecku (no pacnucanuio, ykazawHomy 6 nywkme 2.4) IOTKHBI
% EyDHATHI CHCTEMBI aHTHBUPYCHOM 3aIlIUTEL.
== obecmegenns 3amutel MCIIJH oT yrpo3 GesomacHoctu IT[n B Opranusanun
0 00SCTICTHTD:
* KOHTPOJIB JOCTymna Tonb30BaTeneil K 3alIuIIaeMbIM pecypcaM B COOTBETCTBHH C
MaTpHIEH I0CTyna;
* VHET BCEX 3allHINaeMBbIX HOCHTeNeH mui)opMauIm C IOMOIIBIO UX MAapKUPOBKH U
3aHeCeHHE YYETHBIX JaHHBIX B JKypHAJI ydera C OTMETKOH 00 MX BhIaue
(mpreme);

e s
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= @es==ccKas  OXpaHa TeXHHYECKHX CPEJCTB  MH(OPMAMOHHOM  CHCTEMBI
SCTpOECTB M HOcHTeNnel MH(bOpMamluM), IpeIycMATpHBAIOMas KOHTPOIb
IOCTHE2 B IOMEIICHUA ITOCTOPOHHUX JIUL, HATMINE HAICKHBIX npem‘rcmnﬁ st
EESCESESIHOHHPOBAHHOIO IPOHUKHOBEHHUS B IOMEIICHHA U XPaHUIIHINE HOCHTENEeH
==fopuar

» =miEaEc CPEICTB BOCCTAaHOBJICHHSA CHCTEMBI 3allMTHI IICPCOHANBHBIX JaHHBIX,
TDEIFCMATPHBAIOIIUX BEACHHE JBYX Komui NPOrpaMMHBIX KOMIIOHEHTOB
cpe3cTS 3ammThl MHGOpMAIMH, MX MEPHOJMYECKoe OGHOBIEHHE M KOHTDOIb
Se50TOCTIOCO0HOCTH.

= =pomecca KOHTPOJIA 32 IETOCTHOCTBIO IPOTPaMMHOH M HH(OPMAIMOHHOMH JacTH,
ToOmSIYPE! BOCCTAHOBIICHHS (110 PACRUCANUIO, YKA3AHHOMY 6 nyHkme 2.4).

[

Tepsiok opranmsanuu gocryna k UCIIn
Zi= momssosatemn MCIIJIH pomkebl uMeTs poctyn k pecypcam HCIIJIH Tonmeko B
swermescTs@m © DESDENICHHSMH, YCTAaHOBNCHHEIME B «Matpuue IOCTyma IONb30BaTeNed K

=».

J

TR
Jpra=wsemss JOCTYIA HOBOTO Ioib3oBareneil x pecypcam HCIIJH ocymecTsmsercs
e OOpPE30M: §

Cor=acoBaEHe JIOCTyHa IHonb3oBatTens K pecypcam MCIIIH u moGaenenme

soms3oBarend B «CIIMCOK JIMI, JOCTYN KOTOPHIX K IIEPCOHANBHBIM JaHHEIM,

oopabatemaemMbix B MCIIJ[H  Heo6XomuMm Ul BHINONHEHHS — CIIy)XeOHBIX
¥E0BEIX) 00S3aHHOCTEH;

I O==zxomienre noik3oarend ¢ «[lonoxenneM 06 o6paboTke u 3amurel I1n B
Oprz=u3sanumy B HCTPeGOBaHHE C NOJB30BaTeNs NoamucaHus «CornameHus o
==pasrnamennn [1/[a»;

YYETHOH 3alHCH IONb30BaTeNs M OpraHM3alus JOCTYyna B
COOTBEICTBHE C paspelleHMsIMH, 3aQHKCHpOBaHHBIMH B «Martpuie xocrymna
moss3o0satenel k pecypcam UCTTuy.

Tow ==0GXOIEMOCTH yJaleHHs 0CTyna nonb3osatens K pecypcam UCIIJIH (B ciydasx

swmseEws COTDYAHEEKA H T.J.) HEoOXOAMMO 3abJI0KHpOBaTh (MM YIQTHTh) YUCTHYIO 3alliCh

SuTmsIEETIEE  OTEOPPEKTHPOBaTh «CIHCOK JIMI, JOCTYI KOTOPHIX K NIEPCOHATLHBIM JAHHEIM,

w=masserx B MCIIJIH  HeoOXOmMM U BBIIONHEHHS CIYXKEOHBIX (TPYHOBBIX)

34  Tlopsaok 00paboTKH HHIHICHTOB 0€30IIaCHOCTH

oez0ox 00paboTku MHIMIEHTOB OesomacHocTH IIJIH ommcan B «HMHCTpyKimu mo
srmswszmew DS3CDBHpOBaHMA M BoccTaHoBNeHHs MCII[IH, o0paboTka HHIHMACHTOB
g = HCTITE».

335 TlopsaoK BBINOJHEHHS NPOUEAYD Pe3epPBHOr0 KONHPOBAHUS
CE305 OPOIENyp pesepBHoro kommpoBauus IIJ[H ommcan B «MHCTpYKIMU 10
pesepBHpoBaHMs M BoccTaHoBneHmss MCIIJIH, 00paboTka HMHIMIEHTOB

HCIIda».

4. Nonb3oBartenu UCMNOH

TEHEH3A0MA MOXKHO BBIICIHTH CleAylomue rpynnsl monb3osareneid HCILIH,
=x 5 06paboTke ¥ Xpanenuu I1]Tx:

* ATMHHHCTpaTOpa 6e30MacHOCTH;

+ Omneparopa APM;
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Tsssmes © TYOIEX TI0JIE30BATENAX, YPOBHE HX JOCTYIA ¥ HHQOPMUPOBAHHOCTH TOJDKEH
T srmemmes S METDEIE JOCTYIA IoNb3oBaTeneii k pecypcam MCITH.

4.1 Anmunucrparop GesonacnocTn
“mes=mctpetop  GesomacHOCTH, COTpyAHMK —OpraHuWsalluW, OTBETCTBEHHBIH 32
ismmsesmoess=se  C3[1I, Bmouas oOCHYXHBaHHE M HACTPOHKY aIMUHHCTPATHBHOM,
e & smme=texoi komnoreHT UCTTTa.
“ mwsm=mcTpaTop 6e30MaCHOCTH 001a/aeT CIEAYIOMMM yPOBHEM AOCTYIIA U 3HAHIA:
= ofSzazaeT npaBavu AnvuaucTparopa MCIITg;
ofzazacT nonHOU HEPOpMarmei 06 UCII/H;
EMSST JOCTYN K CPEICTBaM 3allUTH HH(QOpMAIMM M IPOTOKONMPOBAHHS H K
=acTE ©F0YeBbIX dneMenToB MCII/IH;
* =t EMSST IIpaB JOCTyNa K KOH(HIypHPOBAHHIO TEXHHYECKHX CPEZCTB CETH 3a
BCETEOSSHHEM KOHTPOJIBHBIX (HHCIIEKIIHOHHEBIX).
“ mes=mcTpaTop 030IIaCHOCTH YIIOTHOMOYCH:
* DEETE30BEIBATH HONUTHKA Ge3omacHOCTH B yactd HacTpoiikin CK3H, MexceTeBbIX
3SD2HO0B H CHCTEM OOHApY)XEHHA aTak, B COOTBEICTBHM C KOTOPBIMH
moxs3o0satens (Oneparop APM) nonydaer Bo3MOXKHOCTE pab0TaTh C 9JIeMEHTaMH

HCIts; s
* OCYINSCTBIATH ayAUT CPEJCTB 3AMIUTHIL;
* JCTEEaBIHBATH JIOBEPHUTENIBHBIC OTHOIICHUSA cBoeit 3B.H!MﬂleHHOﬁ CETH C CETsMH

zpyrex OpraHu3anuy.

4.2 Onepatop APM
Omzpemop APM, cotpymmuk OpraHHM3anuM, OCYIIECTBILIOIME o6paGoTky ITJIH.
[I= sxmod9aeT: BO3MOXHOCTH mpocmotpa I1/[n, pyusoit Beox ITJIH B cmctemy
SOCMEDOBAHHE CIIPAaBOK M OTYeTOB No HH(OpMammu, momydeHHod u3 MCIII.
== EMeST NOJHOMOYHH JUIA YNpaBleHHs NOJACHCTEMaMH 06pabOTKH JaHHBIX H

Jmezsarop HCT1/TH obnanaeT ciie[ylomuM YPOBHEM JIOCTYIIA H 3HAHHMH:
* o0zazaeT BCEMH HEOOXOJUMBIMM  arpuOyramu  (Hampumep, —MapoieMm),
0GecTIeYHBAIONIMMH JIOCTYII K HEKOTOPOMY ITOAMHOXKecTBY T1J1H;
* pacmojaraer KOHCI)HHCHHHNTBHBMH JaHHBIMH, K KOTOPBIM HMEET JOCTYII.

* o07azaeT 9acThi0 MH(GOPMAMM O TEXHHYECKHX CpPEACTBAX M KOH(Hrypauun

HCIIg;

* mueeT QH3MYECKUH JOCTYN K TEXHHYECKHM CPelCTBaM oOpaboTKu MH(OpMAanun
H CPEJICTBaM 3alllUTHL;
* 3HaeT, IO MeHBIIeH Mepe, O/IHO JIeraabHOe UM J0CTyIIa.

5. TpeBoBaHus K nepcoHany no o6ecneyeHuto 6esonacHoOCTu
nepcoHanbHbIX AaHHbIX

cotpynunky Opranusamuy, sBysromuecs nonb3osareasvi MCII/IH, JOIDKHBL 9eTKO
CTPOTO  BEIIOJNHATH YCTAHOBICHHBIC NpAaBWIA W OOSA3aHHOCTH IO JOCTYIy K
srmmmEssEDs 00BEKTaM H COOMIOACHHIO IPHHATOrO pexxuma Gesomacaoctu [1/H.

BCTYIUICHHH B JOJDKHOCTh HOBOTO COTPYAHHKA HEMOCPEICTBEHHBIA HAYaBHHK
=HA, B KOTOPOE OH IIOCTYNAeT, OOs{3aH OpraHW3OBaTh €ro O3HAKOMIECHHE C
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JIOIDKHOCTHOM ~ MHCTPYKIHEH M HEOOXOZMMBIMH  JOKYMEHTAMH, —PperiaMeHTHPYIOMIIMH
TpeGoBanmss mo 3sammre I[IJIH, a Takke OOyYeHHe HaBBIKAM BBIIOJHEHHS MPOLEAYP,
HEOOXOUMBIX JUIsi CAHKIIMOHHPOBAHHOTO Hcnoib3oBanust CITTH.

CoTpynHMK NOMKeH OBITH O3HAKOMJICH CO CBEICHHSMH IIOJIOXEHHS II0 oOpaboTke
obecrnedyennio 6e30acHOCTH IIePCOHANBHBIX JaHHBIX, 0OpadaThiBaeMbIx B OpraHu3aruy.

Corpynuuxu OpraHu3aluu, HCHOJIB3YIONIME TEXHHYECKHE CPECTBA ayTEeHTH(HKAIHH,
JIOJDKHEI 00€CIeuMBaTh COXPAHHOCTh HISHTH(DHKATOPOB (IMEKTPOHHBIX KIIOYed) H He
nomyckate HCJI K HEM, a Takke BO3MOXHOCT HX YTEDH HIIH HCIONb30BAHMS TPETBHMH
miamy.  Ilomb3oBaTeqs  HECyT —IIEPCOHANBHYIO — OTBEICTBEHHOCT 33  COXPAHHOCTDH
HACHTH(HKATOPOB.

Corpynuukn  OpraHm3alMi  JODKHBL  CIEJOBAaTh  YCTAHOBJICHHBIM  IIPOLEAypam
TOANepKaHMs pexuMa GesomacHoctd ITJIH NpH BHIGOpE M HCIONB30BAHMU MApolnel (eciu He
HCIIONB3YIOTCS TEXHAYECKHE CPEICTBA Ay TeHTH(HKAIIHIT).

Corpymumku  OpraHmsanie  JOJDKHBI  O0ECIIEUMBATH — HAUICXKALIYIO  3alIUTY
060py0BaHHSA, OCTAaBJIIEMOro Oe3 IPHCMOTPA, 0COOEHHO B TEX CIyYasX, KOIZa B IOMEIICHHE
HMEIOT JIOCTYI IIOCTOpOHHHE JHMIA. Bce Monb3oBaTend JOIDKHBI 3HaTh TpeGOBaHUA IO
6esomacroctr I1[JH ¥ mpomexypsl 3alUTHL 0GOPYIOBaHMS, OCTABICHHOro Ge3 NpHCMOTpa, a
TaKyKe CBOM OGSA3aHHOCTH IO 0GECTIeYSHHIO TAKO# 3alHTEL.

CoTpymHHMKaM 3alpelacTcs yCTaHaBIMBATh IIOCTOPOHHEE IPOrpaMMHOE oGecIedeHue,
TONKIIIOYATh JIMYHEIE MOGHIIBHBIE YCTPONCTBA M HOCHTEIH WH(OPMAIMH, a TaKXKe 3aliCHBaTh
Ha HHX 3alllAIIaeMyI0 HHPOPMALHIO.

CoTpynHuKaM, a TaKkke OBIBIIAM COTPYIHHKAM, 3alIPElIaeTCs pasriallaTh 3alHIaeMyIo
HH(pOpMANMIO, KOTOpas CTaja MM H3BECTHA NpH PaboTe ¢ MH(QOPMAIMOHHBIME CHCTEMAMHU
OpraHu3amyy, TPeTbHM JIHIEM.

Tlpu pabore ¢ IIJlu B MCII[In corpymamku OpraHnmsammu oOs3aHBI O0GECIeYHTH
OTCYTCTBHE BO3MOXXHOCTH mHpocMmoTpa IIJ[H TpersuMH mHIamMH ¢ MOHHTOpoB APM mm
TEPMHHAJIOB.

Ilpu 3aBepmenum paGorer ¢ MICII[H corpynumku o6s3amsl 3amuTuTs APM mm
TEPMHHAIEI C IIOMONIBIO OJOKHPOBKH KIIOYOM IJIM SKBHBAICHTHOTO CPEJCTBA KOHTPOJI,
HalpHMep, J0CTYIIOM II0 IapoJIio, €CIH He HCIONB3YIOTCs Goee CHIIBHBIE CPEACTBA 3alUTEL.

Cotpynuukn OpraHH3aliy JOJDKHBI OBITh IPOUH(OPMHEPOBAHEL 06 yrpo3ax HapyIIeHHs
pexuMa GesomacHoctd IIJ[H M OTBETCTBEHHOCTH 3a ero Hapymrenme. OHM JODKHBI GBITH
03HAKOMJIEHBI C YTBEP)KIEHHOH (OPMAIBHOM IPOLEAYpOil HAIOKEHHS JUCHHILIHHAPHBIX
B3EICKAHMHA HA COTPYJHHKOB, KOTOpHE HApYIIMIM IPHHATHE IOIMTHKY H NPOLEIypEl
BesomacHocty [1/1H.

Cotpynuukn 00sa3aHe! Ge3 mpomemieHHs coomaTth 000 BceX HAOMIOAAEMBIX HIIH
TONO3pUTENbHBIX ciydasx paborel MCIIJIH, koTopsle MOTyT IIOBI€4h 3a COOOH Yrpo3sl
GesomacHocTy ITJIH, a Takke O BBIABICHHBIX MMH COOBITHSX, 3aTparHBalOIIHX 0€30MacHOCTH
T1/TH, pyKOBOACTBY IOJPA3NeNeHHs M JHIy, OTBEYAIOLIEMY 3a HEMEICHHOS PearnpOBaHHe Ha
¥Tpo3kl 6e3omacHocTH IT]TH.

Kontposs 3a cobmioneHueM, Bbile ONHCAHHBIX TpeGoBaHMil M0 3amuTe
HEePCOHANBHBIX JAHHBIX COTPYAHHKAMU Opranmaunn, B03J1araeTcsi Ha OTBETCTBEHHOI'0
mo 3amure HHpopmanun B MCIIIH H OTBETCTBEHHOro 3a OPraHM3alHI0 00pPaGOTKH
HEPCOHATBHBIX JAHHBIX B Opranusanns.
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6. [lomKHOCTHble 06si3aHHOCTU nonb3oBartenei UCMOH

JlomxHocTHEIE  oOs3aHHOCTH monb3oBateneil MCIIJIH ommcaHbl B CIEIYIONUX
JIOKyMEHTaX:
e HHCTpyKIus anMHHACTpaTopa 6e3011acHOCTH;
o UucTpykims noss30BaTeNs o skciuryatanuu C3M B UCIITn;
e MHCTpyKOHs 1O OpraHH3allii pPe3epBHpOBaHHS M BoccraHoBieHus WCIIJIH,
o6paboTka HHIMIEHTOB GesonacHocTy IT/TH;
e Hucrpyxuus nons3oareneit CI1Tx;
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7. OTBeTCTBEHHOCTb coTpyAaHukos UCTMOH OpraHusaummn

B cootserctBuHE co cT. 24 @enepanbHOro 3akoHa Poccuiickoii ®enepamuu o 27 HIOLT
2006 1. Ne 152-®3 «O mepcoHATBHBIX IaHHBIX» JIMIA, BHHOBHBIC B HapylmeHHH TpeGoBaHuit
nanHoro (DefepalbHOTO 3aKOHA, HECYT TIPAXTAHCKYIO, YIOIOBHYIO, aIMHHHCTPATHBHYIO,
JWUCLMIUIMHAPHYIO ¥ HMHYIO NPEIyCMOTPEHHYIO 3aKOHOJaTeNbcTBoM Poccmiickoit ®eneparuu
OTBETCTBEHHOCTD.

JleficTBylomee 3aKOHOXATENbCTBO P@ 1MO3BONSET INpPEABABIATH TPeGOBAHMA IO
obecriedennio Ge3omacHOi paboTel ¢ 3aluiNaeMoi WHQOpPMamMedl ¥ IIpexycMaTpHBAET
OTBETCTBEHHOCTh 3a HAapyIIEHHE YCTaHOBJICHHBIX IpaBWI SKCITyaTammn OBM m cucteMm,
HENpPaBOMEPHEIA JOCTYN K HMH(OPMAllMH, €CIIH 3TH JCHCTBHA NpPHBENHM K YHMYTOXEHHIO,
GIIOKHPOBAHHIO, MOAMGHKAINK HHDOPMAIHH HIIH Hapymenuio paboTsr O9BM mmm cereii (cratsn
272,273 u 274 YK P®).

Anvunuctparop UCII[H u anMuHECTpaTop 6€30MacHOCTH HECYT OTBETCTBEHHOCTH 3a
BCE JIEHCTBHS, COBEPIICHHEIE OT HMEHH HX YUETHBIX 3aIHCEH MM CHCTEMHBIX YUETHEIX 3alluCeH,
€cIIi He [0Ka3aH (aKT HeCaHKIMOHHPOBAHHOTO HCIIONE30BAHMS YUETHBIX 3aITHCEH.

IIpu HapymeHusx coTpyauukamu Opranmsanun — nons3oBatenedt MCII[u mpaswmi,
CBA3aHHBIX C OesomacHocThI0 IIJIH, OHH HECYT OTBETCTBEHHOCTh, YCTAaHOBJIEHHYIO
JEHCTBYIOIIMM 3aKOHOATEeNBCTBOM Poccuiickoit Ddenepanmu.
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1. O6wwue nonoxeHus

HacTosmmii NOKyMEHT yCTaHaBIHMBaeT TpeOOBaHMA K OOecHedeHHI0 0e30macHOCTH
SEpCOSaTBHEIX  JIAHHBIX NPH WX 00paGoTke B HH(OOPMALHMOHHBIX CHCTEMaX, a TakKe
==JOPMANHOHHBIX TEXHOJOTHH M TEXHHYECKHAX CPEJCTB, IIO3BOJIONMX OCYIIECTBIATH
©GpaboTXy TaKHX IIEPCOHATBHBIX JAHHBIX C HCIOIB30BAaHHEM CPEJICTB aBTOMATH3AIMH.

TlommTaka paspaGorana B cooTBercTBHM ¢ Komcrutyumeit Poccumiickoit ®enepanun,
©SexcpamsEEM 3aK0HOM 0T 27 mona 2006 1. Ne 149-03 «O6 mudopmamyy, HEGOPMAMOHHEIX
TEXSOIOTHSX H O 3ammTe HHGopMarmuy, PeneparbHeM 3akoHOM oT 27 monsa 2006 r. Ne 152-
©3 «O nepcoBaneHBIX NaHHBIX», IloctanoBnenueM IlpasurenscTsa P or 01.11.2012 r. Ne
1119 «O6 yrBepkaeHHH TpeOOBaHMI K 3alllUTe IIEPCOHANBHBIX NAHHBIX IPH HX 00paboTke B

CHCTeMaX IIepCOHANBHBIX JaHHBIXY», Ilpukazom @PCTOK Poccun or
18022013 Ne 21 «OG yTBEpKICHHH COCTaBa M COJEPXKAHHS OPTaHM3AIMOHHBIX H TEXHHYECKHX
wzp mO obccmedcHHIO 0€30IacCHOCTH TEPCOHANBHBIX JIAHHBIX TIpH HX ofpaGotke B
==QOPMAIHOHHBIX CHCTEMaX IIEPCOHANBHBIX [AHHBIX» M ONpEENAeT MNOPSANOK 3allAThI
=epCOEaNBHEIX JIAHHBIX, 06pabaThiBaeMbIX B OpraHH3amyy.

1.1. eas DOAATHKH. .

OnpenemaTs TpeOoBaHHs 6€30IaCHOCTH K IIEPCOHATBHBIM JaHHBIM, 00pabaTEIBaeMBbIM B
==$OpPMaNHOHHBIX CHCTEMaX IIEPCOHANBHEIX JaHHBIX OpraHH3aliy, C IEbIO MPEIOTBPAIICHHS
=oforo HeCaHKIHOHHPOBAHHOTO JIOCTYA.

Kpureunem  dakropom GesomacHoctd IIJ[H sBisiercss opraHu3amus 3(Q@eKTHBHOro
so=tpons goctyna K ITJIH, oGpabaTeiBaeMEIX B HH(OPMAIHOHHEIX CHCTEMAaX IIEPCOHANBHBIX
z=s=srx. OTCYTCTBHE a[IeKBATHOTO KOHTPOJI AOCTYIIA MOXET BECTH K HECAHKIHOHHPOBAHHOMY

zoctyny x HCII/Ig Oprannsanuy.

1.2. O6aacTs NpAMeHEHHs!.

TpeOoBanms HacTosmed ITONMMTHKM pacIpOCTPaHAIOTCS HA BCEX COTPYIHHKOB
Opra=wsaney (I0TATHEIX, BDEMEHHEIX, PabOTAlONKX 10 KOHTPAKTY H T.IL), @ TAKXKE BCEX MPOUMX
z=m (DOAPAIINKH, ayIUTOPH! H T.IL.).
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2. CocraB u coaepxaHue Mep no o6ecneyeHuto 6esonacHocTu MOH u
nnaH pa6ort no 3awwure MNMAOH, o6pabaTbiBaembix B UCTIOH
OpraHusauum

2.1. CocraB H coep:kanue Mep 1o obecnedennio 6esonacuocra IIn

B cocraB Mep 1o obeceyeHuIo 6e30NacHOCTH NePCOHANBHBIX [JaHHBIX, PEAIH3YeMBIX B
DEMEZX CHCTEMBI 3allJUTHI NIEPCOHANBHBIX JAHHBIX C Y4eTOM aKTyalbHBIX YTpo3 Ge30macHOCTH
DZpCOETHHBIX JaHHBIX H IPHMEHAEMEIX HH(OPMAIHOHHBIX TEXHOJIOTHIA, BXOISAT:

* Meps N0 HACHTHHKAIME H ayTeHTHQUKAIHH Cy0BEKTOB 0CTyIa i 06BEKTOB JOCTYIIa
JOJDKHBEI 00€CIIeYHBaTh IPHCBOECHHE CyOhEKTaM H 00BEKTaM JOCTYIa YHHKAIBHOTO
mpHE3HaKa (HACHTH(HKATOpa), CPaBHEHHE PEABSIBILEMOr0 CyOBeKTOM (06BEKTOM)
J0CTyna HACHTH(OHUKATOPA C IEPEYHEM IIPHCBOSHHBIX HACHTH(HKATOPOB, a TAKXe
TPOBEPKY NPHHAUIEXKHOCTH CyOBeKTy (00BEKTY) IOCTyNa IPEXBSBICHHOI0 HM
EaeHTHQHKaTOpa (OATBEPXKACHHE TIOUTHHHOCTH).

e Mepsl IO YIPaBJICHHIO JOCTYIIOM CYyOBEKTOB AOCTYyMa K 0OBEKTaM JOCTYIa JOJDKHEL
ofecrednBaTh yNpaBIcHHE PaBaMi H IPHBIIIETHAMH CyGBEKTOB IOCTYIIa,
pasrpaHHYeHHe JOCTyIa CyObEeKTOB JOCTyIa K 00BEKTaM JOCTyIia Ha OCHOBE
COBOKYITHOCTH YCTaHOBJICHHBIX B HH(OPMAIMOHHOM CHCTEME IIPABHII pasTpaHHYeHHS
ZOCTYIa, a TaKKe 00eCIeInBaTh KOHTPOJIb 38 COOIIIOAEHAEM ITHX IPABHIL.

e Mephl 10 OrpaHHYEHHIO POrPaMMHO¥ CpeIbI HOJDKHBI 00ECeYnBaTh YCTAaHOBKY U (FUTH)
3aIycK TOJBKO Pa3pelIEHHOro K HCIIOJb30BAaHHIO B HH(POPMAIHOHHOM! CHCTEMe
TPOrPaMMHOTO 00€CIeYeH s HITH HCKITI0YaTh BO3MOXKHOCTD YCTaHOBKH H (WJIH) 3aIrycka
3aNpemeHHOro K HCIONB30BaHMIO B HHYOPMAIIHOHHOM CHCTeMe IPOrPaMMHOT0
obecTieYeHHAs.

e Mepsl 10 3alHTe MAIIMHHBIX HOCHTENIEH IIEPCOHANBHBIX JJAHHBIX (CPEACTB 00pabOTKH
(XpaHeHH:) NePCOHANBHBIX JIAHHBIX, ChEMHBIX MAITHHHBIX HOCHTEJIEH IIEPCOHANBHBIX
IaHHBIX) IOJDKHEI HCKJIIOYaTh BO3MOXKHOCTh HECAHKIIMOHHPOBAHHOTO HOCTYIA K
MaNTHHHBIM HOCHTEJIAM M XPaHAIIMMCS Ha HUX NIEPCOHANBHBIM JaHHBIM, 2 TAKKe
HECaHKIHOHHPOBAHHOE HCIIOIb30BaHHE CHEMHBIX MAIIMHHBIX HOCHTEJIEH IIePCOHATBHBIX
JaHHBIX.

® Mepsl 10 peruCTpalyy coOBITHI Ge301aCHOCTH T0JDKHBI 0OecniednBarh c60p, 3aIuch,
XpaHEHHE H 3alUTy HHpOpMAIHK O COOBITHAX 6e30MacHOCTH B HH(OPMAIMOHHOK
CHCTeME, a TakkKe BO3MOXKHOCTh IPOCMOTPA M aHAIN3a HH(POPMALIHH O TAKAX COOBITHSIX
H pearHpoBaHHe Ha HHX.

e Meps! 10 aHTHBHPYCHOM 3aIIUTE JOJDKHEI 06ecrneunBaTh OGHApY)KEHHE B
HH(QOPMAIHOHHOH CHCTEME KOMITBIOTEPHEIX IIPOrPaMM JIHO0 HHOM KOMIIBIOTEPHOH
HH(OPMAIINH, NpeTHA3HAYEHHOM MU HECAHKIIMOHAPOBAHHOTO YHHYTOXKEHHS,
6II0KHPOBaHHS, MOXH(HKALHH, KOMMPOBAHAS KOMIBIOTEPHON HH(YOPMALAN WK
HeHTpaIH3alliH CPEJICTB 3alUTHl HH(OPMAIIHH, a TakKe pearnpoBaHKe Ha OOHapyKeHHe
3THX IIPOTPaMM H HH(OPMALHH.

e Mepsl 10 06HAPYKEHHIO (IPEOTBPAIIEHHIO) BTOPXKEHHH TOJDKHBI 06ecrieYHBaTh
obHapykeHHe NecTBul B MH(DOPMAIHOHHO CHCTEME, HalPaBIIEHHEIX HA
HECaHKIMOHHPOBAHHBIH JOCTYI K HHOOPMAIHH, CIEHHATbHbIC BO3ACHCTBHSA Ha
HH(QOPMALHOHHYIO CHCTEMY H (HJIH) IIEpCOHANBHBIC JAHHBIE B LENSX NOOBIBAHHS,
YHHYTOXEHHS, HCKaXKCHHSA H GIOKMPOBAHHS OCTYIIA K HEPCOHATBHBIM JAHHBIM, a TAKXKE
peardpoBaHHe Ha 3TH JCHCTBHA.




